	
SA WG6 Meeting #56	S6-232692
Goteborg, Sweden, August 21 – 25, 2023	(revision of S6-232332)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	 23.542
	CR
	0013
	rev
	1
	Current version:
	18.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	PEGC authorization failure and select proper route for PINE join/leave request

	
	

	Source to WG:
	vivo

	Source to TSG:
	S6

	
	

	Work item code:
	PINAPP
	
	Date:
	2023-08-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Firstly, in Figure 8.5.8.2.4-1: step 3a to step 3b is one option to handle the PINE join, and step 4a to step 4d is another option. But now, all these procedures are mixed together and makes the procedure unclear. 

Secondly, in step 2 of Figure 8.5.8.2.4-1, for the PEGC authorizes the PIN Management PINE join into PIN request, if the authorization is failed, that the PEGC should directly skip from step 3 to step 5, to step 6. But now, in the current procedure, the authorization failure is not considered. 

At last, due to in Figure 8.5.8.2.4-1 of PINE join into PIN via PEGC procedure, that there exists option 1 and option 2 for PEGC to select. How to PEGC to select the options doesn’t reflect in the overall procedure. If the PEGC can decide how to select the option, that one easy way to have minimum impact is that if PEGC and PEMC has direct communication, that option 1 always has higher priority. 

All of the changes above also can be applied to PIN Management PINE leave from PIN request.


	
	

	Summary of change:
	Include step 3a and step 3b as option 1, and include step 4a to step 4d as option 2 to make the procedure clear. Add the procedure that PEGC authorization failure, and skip to the step 6. Add the decision at PEGC to perform either option 1 or option 2. 

All of the changes above also can be applied to PIN Management PINE leave from PIN request.

And also, UE Identifier and other information are missing in the information flow for both PINE join and PINE leave request.

	
	

	Consequences if not approved:
	The overall procedure in Figure 8.5.8.2.4-1 is unclear, and can not differentiate two options. How to PEGC to decide to perform which option is unclear. The overall procedure doesn’t consider the authorization failure cases. 
 

	
	

	Clauses affected:
	8.5.8.2.4, 8.5.8.2.5, 8.5.8.3.2, 8.5.8.3.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




* * * Start of Change 1 * * *

[bookmark: _Toc138291429]8.5.8.2.4	PINE join into PIN via PEGC 
The PINE joins the PIN via the PEGC is depicted in Figure 8.5.8.2.4-1.
 Pre-conditions:
1.	The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC;
2.	The PINE already establishes the connection with PEGC;
3.	The PIN information to join is available at the PINE via e.g., PIN discovery procedure.


 
Figure 8.5.8.2.4-1: PINE join into PIN via PEGC
1.	The PINE sends PIN Management PINE join into PIN request to the PEGC. The PIN Management PINE join into PIN request contains the PIN ID which identifies the PIN to join, PINE client ID and credentials if available, PEMC identify/PIN server address. 
2.	The PEGC identifies the received message is the PIN Management PINE join into PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN Management PINE join into PIN request to the PEMC or the PIN server. 
If authorization in PEGC is failed, directly skip to step 6.
[bookmark: _GoBack]The PEGC can decide to perform either Option 1 (from step 3a to step 3b) or Option 2 (from step 4a to step 4d). If direct communication between PEGC and PEMC always available, the PEGC performs Option 1. 
3.	(Option 1, step 3a and step 3b) The PEGC forwards the PIN Management PINE join into PIN request to the PEMC in step 3a, based on the PEMC identity in step 1 or by resolving the PIN ID. The PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PEGC in step 3b. 
4.	 (Optional)(Option 2, from step 4a to step 4d) The PEGC forwards the PIN Management PINE join into PIN request to the PIN server in step 4a based on the PIN server address in step 1 or by resolving the PIN ID. The PIN server forwards the PIN Management PINE join into PIN request to the PEMC in step 4b, and the PEMC authorized the PINE to join the PIN, and returns the PIN Management PINE join into PIN response to the PIN server in step 4c. Further the PIN server return the PIN server to the PEGC in step 4d.
5.	After the join, the PEMC update the PIN and may notify other entities (e.g., existing joined members, PIN server). The PEMC triggers the PIN status notify to PEGC/PINE as indicated in step 5-6 of procedure Figure 8.5.8.2.2-1. 
6.	The PEGC return the PIN Management PINE join into PIN response to the PINE.
If authorization in PEGC is failed, PEGC generates the PIN Management PINE join into PIN response to the PINE for the authorization failure.

* * * Start of Change 2 * * *

[bookmark: _Toc138291430]8.5.8.2.5	PINE leave via PEGC 
The PINE leaves the PIN via the PEGC is depicted in figure 8.5.8.2.5-1.
 Pre-conditions:
1.	The PINE has been pre-configured or has discovered the address (e.g. IP address, FQDN, URI) of the PEMC or PIN server;
2.	The PINE already establishes the connection with PEGC;
3.	The PEGC acts as the application layer relay as defined in 6.3.4




Figure 8.5.8.2.5-1: PINE leave via the PEGC
1.	The PINE determines to leave the PIN and sends PIN Management PINE leave from PIN request to the PEGC. The PIN Management PINE leave from PIN request contains the PIN ID which identifies the PIN to leave, PINE client ID and credentials if available, PEMC identify/PIN server address[optional]. 
2.	The PEGC identifies the received message is the PIN Management PINE leave from PIN request and perform the authorization. If authorized, the PEGC determines to forward the PIN leave request to the PEMC or the PIN server. 
If authorization in PEGC is failed, directly skip to step 6.
The PEGC can decide to perform either Option 1 (from step 3a to step 3b) or Option 2 (from step 4a to step 4d). If direct communication between PEGC and PEMC always available, the PEGC performs Option 1. 
3.	(Option 1, step 3a and step 3b) If PEGC determine to forward the PIN Management PINE leave from PIN request to the PEMC in step 2, PEGC forwards the PIN Management PINE leave from PIN request to the PEMC based on the PEMC identity in step 1 or by resolving the PIN ID. 
The PEMC authorized the PINE to leave the PIN, and returns the PIN Management PINE leave from PIN response to the PEGC. 
4.	(Option 2, step 4a and step 4d) If PEGC determine to forward the PIN Management PINE leave from PIN request to the PIN Sever in step2, the PEGC forwards the PIN Management PINE leave from PIN request to the PIN server based on the PIN server address in step 1 or by resolving the PIN ID. The PIN server forwards the PIN Management PINE leave from PIN request to the PEMC, and the PEMC authorized the PINE to leave the PIN, and returns the PIN Management PINE leave from PIN response to the PIN server. Further the PIN server return the PIN Management PINE leave from PIN response to the PEGC.
5.	Further, the PEMC updates the PIN and may notify other entities (e.g., existing joined members, PIN server).
6.	The PEGC returns the PIN Management PINE leave from PIN response to the PINE.
If authorization in PEGC is failed, PEGC generates the PIN Management PINE leave from PIN response to the PINE for the authorization failure.

* * * Start of Change 3 * * *

[bookmark: _Toc138291433]8.5.8.3.2	PIN Management PINE join into PIN request
Table 8.5.8.3.2-1 describes information elements in the PIN Management PINE join into PIN request from the PINE to PEMC, from PINE to PEGC, from PEGC to PEMC, from PIN server to PEMC. 
Table 8.5.8.3.2-1: PIN Management PINE join into PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to join in.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PEMC

	PIN client profile(s)
	O
	Profiles of PIN clients. The PIN client profiles are further described in Table 8.2.2.3. 

	PIN server endpoint information
	O
	Includes URI(s), FQDN(s), IP address(es)) of PIN server.

	UE location
	O
	The location information of the UE. The UE location is described in clause 7.2.7. 



* * * Start of Change 4 * * *

[bookmark: _Toc138291435]8.5.8.3.4	PIN Management PINE leave from PIN request
Table 8.5.8.3.4-1 describes information elements in the PIN Management PINE leave from PIN request from the PINE to PEMC. 
Table 8.5.8.3.4-1: PIN Management PINE leave from PIN request
	Information element
	Status
	Description

	PIN ID
	M
	Identifier of the PIN that wants to leave from.

	Security credentials
	M
	Security credentials resulting from a successful authorization for the PIN service.

	PIN client ID
	M
	The PIN client ID of PINE

	UE Identifier
	M
	The identifier of the hosting UE (i.e. GPSI or identity token) or the PIN client ID of PEMC





* * * End of Change * * *
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